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Report reference number:  023-22 

 

Classification: OFFICIAL 

 
Title of report: IT INFRASTRUCTURE – TECHNICAL REFRESH 

 

 
Area of county / stakeholders affected: FORCE WIDE 
 

 
Report by: STEPH GILL (IT SERVICE DELIVERY MANAGER) 
 
Chief Officer: MARK GILMARTIN (DIRECTOR OF SUPPORT SERVICES) 
 
Date of report: 25/01/2022 
 
Enquiries to: STEPH GILL (IT SERVICE DELIVERY MANAGER) 
 

 
 
1. Executive Summary 

 

To seek approval of the Stage 2 Technical Infrastructure Refresh Business Case 
(appendix A) to proceed with the programme of work required to deliver the IT 
Infrastructure Technical Refresh including approval of £1518.8k capital and £32.8k 
recurring revenue funding in 2022/2023. 

 
2. Recommendations 

 

This proposal requests continued investment in server and storage infrastructure, 
network infrastructure post the move of both forces’ data centres to Crown Hosting 
and the remaining Essex estate IT infrastructure that is required to maintain internal 
force network connectivity and security. This proposal also includes the End User 
Device Replacement and the digital forensics equipment replacement programmes  

 
Under the End User Computing (EUC) capital spend profile, the cost for replacement 
laptops and desktops for ESSEX ONLY has been removed from all years.  
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A separate business case will be presented to decide on the future procurement route 
for laptop devices. Wider rollout and savings can be made by moving from a three-
year purchase replacement programme to a three-year lease. IT will present the data 
to the Essex Police Chief Officers Group (COG) and the PFCC to make a final 
decision.  £1255.7k of funding from the Stage 1 Business Case is not being returned 
for savings and is being allocated to the separate business case. 
 
Server and network spend will be across Quarter 3 and Quarter 4 as the focus of 
resource activity will be the migration to the new data centre. End user devices and 
digital forensics equipment will be purchased across Quarter 1, Quarter 2 and 
Quarter 3. All spend will be completed during financial year 2022/23. 
 
It is therefore recommended that approval of £1,518.8k capital and £32.8k recurring 
revenue funding, outlined in the Stage 1 Business Case, is agreed for the Technical 
Refresh programme to continue in the 2022/23 financial year; that £1,255.7k is held 
from the Stage 1 Business Case, and a second Stage 2 Business Case be 
presented at the June Strategic Board. 
 
3. Background to the Proposal 
 

The annual cycle of Technical Refresh across IT infrastructure and end user devices 
is essential to maintaining resilient access to IT systems for all police officers and 
support staff, which remediates the risk seen in previous years where the IT 
infrastructure was unstable. The Technology Refresh process is the cycle of 
regularly updating key elements of an IT infrastructure to maximise system 
performance. Instead of using systems until they can no longer function, it is good 
practice proactively to upgrade or replace components of an infrastructure on a 
regular schedule. Maintaining IT infrastructure is costly and can be more so for 
legacy systems and services. Legacy technology that has not been updated can lead 
to poor performance and service delivery, inefficiencies in energy and space 
consumption, and bloated administrative and maintenance overhead. Alongside this, 
there are increased risks of maintaining ageing IT assets where a failure is likely 
rather than just possible. This will add to corporate concerns and budget challenges.  
 
A Tech Refresh programme relates to more than just infrastructure, which is by and 
large made up of servers, storage, network devices and all the services these 
require to function. Tech Refresh also extends to the majority of IT services that are 
consumed from applications to services that are used by everyone in the 
organisation to a single user requirement. All users have a need to use laptops, 
desktops and mobile devices. By having a Tech Refresh programme critical 
infrastructure and continued investment in the IT infrastructure will address current 
in-year capacity limitations, return the wider IT infrastructure to a position where it is 
fit for purpose and more able to meet in-year growth. The Technical Infrastructure 
Refresh programme will improve performance and functionality and continue to 
improve our security position by eliminating security issues identified by IT Health 
Checks. Significant growth in data storage requirements will be subject to stand 
alone business cases submitted by the relevant organisational department 
 
This work will support the wider IT Programme of Work, the new Data Centre 
Migration Project, Operation Zenith (Kent) and will have a major positive impact on 
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our IT security by removing old unsupported IT systems. The move to more ‘agile’ 
devices from conventional desktops will support a more agile work force which is an 
enabler for proposed estate changes and will enable new working practices and 
maximise the use of valuable office space.  
 
4. Proposal and Associated Benefits  

 
Due to the nature of a business-as-usual Technical Refresh Programme such as 
this, which requires investment in technology, there are no cashable savings.  
However this proposal presents non-cashable benefits as follows: 
 

• Ongoing replacement of network switches will reduce the cost of additional 
maintenance and faulty parts (which would otherwise be in excess of capital 
cost for replacement) 

• Reduction in costs of support for aging ill-maintained network switch and 
firewall equipment. 

• Reduction in hardware failure callout costs due to investment in equipment 
refresh. 

• Avoidance of retrospective logging cost should ill-maintained or aging 
systems be unavailable. e.g., Back record conversion (BRC) costs for 1 week 
of downtime for Storm - £17,518. 

• By maintaining systems on better designed new storage infrastructure, de-
duplication and more efficient archiving will reduce the amount of data being 
stored and therefore the costs associated with that storage. 

• Continued data protection (GDPR fine for loss of data - £20 million) 

• Maintaining Public Services Network (PSN) Accreditation / security 
compliance. PSN is the pan-government network that all central and local 
government departments use to connect to each other. 

• Increased system availability 

• Increased compatibility with future technology 

• Maintenance of improved networking capability will allow the development of 
more integrated systems, removing reliance on removable data. The average 
data protection fine for a lost DVD is currently £100k. 

• Reduction in potential costs incurred when third parties are required to assist 
with recovery of failed systems and data from ill-maintained infrastructure 

• Greater efficiency when accessing saved data on the new storage platforms 
will result in less man-hours to complete tasks 

• Maintenance of newly installed network circuits will be able to accommodate 
greater bandwidth without the requirement for increasing circuit rental costs 
(e.g., five years ago our BT internet service provision was 100mbps for 
£17,640 pa; new circuits are now available providing 1000mbps for £11,820 
pa) 

• Efficiencies possible within business working practices due to higher network 
speeds enabling business processes to be re-assessed. 

• Risk mitigation of loss of telephony capabilities by ongoing replacement of 
aging IP telephones which are a critical part of our infrastructure. 

• Maintenance of improved Wi-Fi provision will be an enabler to maximise the 
capability of mobile devices and increase the value provided by an 
increasingly agile workforce. 
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• Maintenance of improved Wi-Fi provision is also critical to ensure that Kent 
and Essex are able to comply with GDPR guidelines by central filtering of 
attempts to access malicious sites. 

• Greater support for partnership working on police premises will be enabled by 
an adequately maintained Wi-Fi provision. 

• Replacement of aging end user devices is an enabler for full exploitation of 
agile working and latest operational system upgrades required. 

 
5.  Options Analysis 
 

Maintaining an IT infrastructure that is fit for purpose is no different to maintaining 
any environment, from buildings (bricks and mortar) to vehicles to home goods.  
There is a requirement to maintain, replace or support these in the most appropriate 
and cost-effective way. As an environment or equipment ages maintenance 
becomes increasingly expensive or in some instances may no longer be available or 
possible. The risk increases exponentially which can result in ever increasing costs 
and will no longer be cost effective, or the environment or equipment will fail and 
become unusable. Mission critical infrastructure will always be prioritised according 
to risk whenever technical refresh replacement is being planned 
 
6.  Consultation and Engagement 
 
The following parties have been consulted, internal to Essex Police:  
Information Security 
7 Force Procurement 
Corporate Finance 
Strategic Change 
Estates 
Learning and Development 
Professional Standards Department 
 
7.  Strategic Links 
 
The Essex PFCC’s Police and Crime Plan 2021 – 2024 states the intent to: 
  

• “Use technology more to help Essex Police be visible in their communities 
including developing mobile applications and enabling better connectivity”. 

• “Invest in Body Worn Video and Tasers to help keep public, officers and staff 
safe and be effective in their roles”. 

• “Continue to maximise the benefits of collaboration between Essex and Kent 
Police”. 

• “Identify drivers who need remedial education by investing in technology to 
enable the police to process the increasing volume of video evidence supplied 
from dash-cams…”. 

 
Technical infrastructure refresh will support all the above statements. Over the next 
12 months, work will continue to upgrade, replace, and migrate IT systems to 
resilient, scalable in-house storage servers, a flexible wide area network that enables 
the force to meet new demands and the innovation of new emerging data 
technology. Increased activity will take place to consume and exploit cloud-based 
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services and Microsoft Office 365 which includes the exploitation of SharePoint 
Online and other O365 tools. Alongside the infrastructure investment, there is 
additional work to upgrade, rationalise and streamline the application environment. 
These projects together will provide a stable, low maintenance infrastructure platform 
that is the critical foundation to implementing the enabling IT solutions that will 
transform Essex Police’s operational policing over future years. 
 
8. Police operational implications 
 
The technical infrastructure refresh programme has been planned in line with the 
Essex Chief Officer Groups desire to have a secure, stable and resilient platform on 
which all technical operational policing activity can take place, focusing on capacity 
and continuity of service.  
 
9. Financial implications 
 
A Stage 1 Business Case detailing the financial data has been submitted and 
approved by Essex Police’s Finance Team with the requested funding already 
included in the planned 2022/23 budget. We are not seeking any additional funding. 
This business case requests approval to spend approved funding of £1,551.6k (for 
Essex) for the financial year 2022/23, comprised of £1,518.8k for capital and £32.8k 
for revenue recurring cost.  
 
Capital funding requested has reduced with the removal of £1,255.7k for 
replacement laptops and desktops from the Stage 2 Business Case that were 
included in the Stage 1 Business Case.  The remaining £1,255.7k of capital 
classified as ‘Subject to Approval’ will be considered under a separate Stage 2 bid as 
the source of funding will be dependent on the outcome of the laptop / desktop buy 
vs lease options paper currently being considered. 
 
For the 2022/23 financial year, revenue recuring costs have increased by £20.3k due 
to growth in data storage costs in both Elastic Cloud Storage (ECS) and physical 
Dell Isilon storage costs increasing due to the data centre migration.  
 
Table 1 below details the Stage 1 Business Case compared to the Stage 2 Business 
Case for capital funding and revenue recurring funding proposals in 2022/23 only.  
 
Table 1 

FUNDING SUMMARY CAPITAL REVENUE REVENUE Total 

(ESSEX ONLY)   SET UP RECURRING    

  £'000 £'000 £'000 £'000 

 STAGE 1                

 Year 1 (2022/23)  2,774.5 0.0 12.5 2,787.0 

   TOTAL  2,774.5 0.0 12.5 2,787.0 

          

FUNDING SUMMARY CAPITAL REVENUE REVENUE Total 

(ESSEX ONLY)   SET UP RECURRING    

  STAGE 2          

 Year 1 (2022/23)  1,518.8 0.0 32.8 1,551.6 
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   TOTAL  1,518.8 0.0 32.8 1,551.6 

          

VARIANCE: Stage 1 to Stage 2 
FUNDING (SURPLUS) / DEFICIT 

(1,255.7) 0.0 20.3 (1,235.4) 

 

Table 2 provides a summary of the expected costs of technical infrastructure refresh 
from 2022 to 2027, including a -1-year (2021/22) comparison figure. We are asking 
for approval of spend in Year 1 2022/23 only as part of this decision sheet. 
 
Table 2 

 
 

 
10. Legal implications 
 
The Essex server and network support and maintenance are covered under a 
contracted agreement with a supplier. We are contractually bound to maintain the 
hardware and its supporting infrastructure as part of this support and maintenance.  
Future contracts will be required for the data centre migration which will carry a 
dependency that Essex Police has adequate infrastructure in place to perform 
service and data migration from on premise to hosted data centre 
 
11. Staffing implications 
 
No staffing implications have been identified in the report. 
 
12. Equality, Diversity and Inclusion implications 
 
A secure, resilient, stable infrastructure allows service such as M365 (Teams, 
Yammer, SharePoint etc) to support officers and staff with technical reasonable 
adjustments as well as providing force wide platforms to share, engage and present 
equality, diversity and inclusion awareness and training. 
 
13. Risks and Mitigations 
 
An infrastructure that has the latest security developments and is running the latest 
versions of operating system software etc, will greatly help address the cyber 
security risk of a robust infrastructure to protect the confidentiality, integrity and 
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Report Approval 
 
The report will be signed off by the PFCC’s Chief Executive and Chief Finance 
Officer prior to review and sign off by the PFCC / DPFCC.  
 
 
 
Chief Executive / M.O.                       Sign:   
 
 
                                                           Print:  P. Brent-Isherwood 
 
 
                                                           Date:  24 February 2022 
 
 
 
Chief Finance Officer         Sign:   ……………………………………… 

 
 
                                                Print:  ………………………………………  

 
 
                                                           Date:  ……………………………………… 
 
 
 
Publication 
 
Is the report for publication?   YES 
 

    NO 

If ‘NO’, please give reasons for non-publication (Where relevant, cite the security 
classification of the document(s).  State ‘None’ if applicable) 

 

However Appendix A is not to be published as it contains commercially sensitive 

data 

 

If the report is not for publication, the Chief Executive will decide if and how the 

public can be informed of the decision. 
 
Redaction 
 
If the report is for publication, is redaction required:     

1. Of Decision Sheet? YES   2. Of Appendix? YES  
     
         NO      NO 
  

 

 

X  

X 

X 

Julia Berry

25 February 2022






